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NETWORK SUPPORT SPECIALIST
DEFINITION:

Under general supervision, requires advanced skills in the inspection, installation, building, testing, troubleshooting, repair, and software installation on desktop computers, servers, other network devices and peripheral equipment in a LAN environment.  Configures, supports and implements FRC video conferencing equipment and distance education services.  Provides network and server support to staff, faculty and students as necessary. Functions at an advanced performance level utilizing sophisticated interpersonal communication skills and advanced technical knowledge.

CLASSIFICATION:
· FLSA Non-Exempt

· Classified – CSEA

· Date Modified: April 2013
ESSENTIAL DUTIES: The following duties are typical of those performed by employees in this job title; however, employees may perform other related duties, and not all duties listed are necessarily performed by each employee in the job title.
· Network and server monitoring 
· Installs, integrates and configures new server and network systems and hardware; 
· Investigates, analyzes and resolves hardware and associated software and communications problems on FRC server and network systems; performs complex hardware repairs and maintenance on a wide range servers and network peripherals
· Installs operating systems, software applications and utilities on servers and network devices throughout the FRC local area network (LAN) utilizing Remote Installation Services (RIS,RDP)
· Within the Windows environment pushes critical system, security and application updates to servers
· Evaluates existing server and network hardware and software.  Reviews and researches server, components, peripheral equipment and software applications and makes recommendations for future purchases
· Prioritizes and responds to server and network support issues 
· Identifies and assists Information Services and Network staff in resolving general server and network related problems
· Manage, monitor and troubleshoot core and perimeter switches

· Manage and monitor network firewall

· Monitor and schedule backup devices and ensure integrity of data
· Troubleshoots desktop and network related printer problems
· Promotes secure, safe and confidential computer use practices among staff, faculty and students
· Schedule, manage and verify data backups are taking place and confirm data integrity
· Among staff, faculty and students, promotes safe, virus free network practices; troubleshoots and tests for, and eradicates viruses
· May supervise student workers
· Other related duties as assigned
Knowledge of:

· Advanced knowledge of server and network component systems hardware and peripherals principles and theory; a wide range of operating systems

· General use applications including Microsoft Office 97, 2000 and XP, Server 2008
· Specialized use applications such as Drive Image, PC Anywhere, Remote Installation Services and anti-virus programs 

· Advanced computer troubleshooting techniques and the ability to diagnose the nature and extent of a wide range of network and server problems and resolve them

· Ability to install and configure server and network systems, hardware and peripherals

· Proficiency with TCP-IP, DHCP and WINS. Setting up and configuring VLANS
· Ability to perform advanced, complex repairs and upgrades on a wide variety of servers and network peripherals

· Ability to make technical and procedural decisions and judgments 

· Ability to simultaneously coordinate and complete multiple projects

· Ability to support implementation, coordination and maintenance of video conferencing and distance education services

· Ability to work independently and knowledge of customer service standards and procedures

MINIMUM QUALIFICATIONS:
· Two years of post-secondary education or four years of experience maintaining/managing a server and networked environment 

· Experience managing  core and perimeter switches
· Experience in scheduling and managing network data backup devices
DESIRABLE QUALIFICATIONS:  A combination of education and experience equivalent to:
· A Bachelor’s degree in a related discipline 
· Three years’ experience demonstrating competency in this or a related field
· Community College experience

· A+ Certification

· Capable of establishing and maintaining effective working relationships with those contacted in the course of the work
· Demonstrate sensitivity to and understanding of the diverse academic, socio-economic, cultural, disability and ethnic backgrounds of community college staff, faculty and students
PHYSICAL CHARACTERISTICS: The physical abilities involved in the performance of essential duties are:
· Manual dexterity to operate keyboards, install software, and perform basic configura​tion and simple repair of servers
· Vision to read printed materials and computer screens, and identify and distinguish wiring and computer parts
· Hearing and speech for normal communications
· Mobility to reach computing sites throughout campus
· Sustained posture and attentiveness at a terminal for data entry
· Ability to lift 40 lbs
This work is performed primarily in an indoor setting.
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